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1
Decision/action requested

 KI added according to objectives of the SID added.
2
References

 [1]
3GPP TS 
3
Rationale

KI added according to objectives, i.e. copy from SID justification of the objective.

First proposal for threat clause added.
4
Detailed proposal

*********  START OF CHANGES
4.X
Key issue #X: End-to-End Critical HTTP headers/body parts integrity protection
4.X.1
Key issue details

In rel-16 CCA is digitally signed, but SCP needs to modify HTTP headers and bodies. Critical HTTP headers/body parts that require end to end integrity protection shall not be modified by the SCP.  
Thus, further study in cooperation with CT4 is needed to identify critical HTTP headers/body parts and how to protect them end to end.
4.X.2
Security threats

A malicious or erroneous SCP or a MitM can modify a service request to initiate a denial of service to the NF Service Consumer. 

A malicious or erroneous SCP or a MitM can also modify the service response received to hamper the functionality of the NF Service Consumer. 
4.X.3
Potential security requirements

TBD

*********  END OF CHANGES

